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Executive
Summary
This past year has forced companies in 
most industries to assess their technology 
and embrace a cloud-first strategy. For life 
sciences, cloud computing delivers the 
connectivity, analytics, and intelligence to 
lower operating costs, increase infrastructure 
eff iciency, and speed innovation. 

Maximizing vendor assets, deploying 
automated solutions, and being a cloud-first 
company are more than just trends for the 
life sciences industry; they are the activities 
that will propel your company to successful 
outcomes while keeping you continuously 
compliant. 

The number of artif icial intelligence (AI) 
applications is astronomical, and the market 
is expected to be worth nearly $5B by 2025. 
AI and machine learning (ML) are the future 
of healthcare and will transform clinical trials. 
Virtual reality (VR) and immersive reality (IR) 
will greatly impact training and enablement 
and will f ind even more ways to disrupt the 
industry. Adopting AI and building an AI-
knowledgeable workforce can help you reap 
the benefits of this ever-evolving technology.

Grab hold of data-driven machine learning 
for robust statistical models. Seize the 
collaborative insights gathered by advanced 
analytics. Unleash the power of your data to 
allow your company to think big and scale 
fast!
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The COVID-19 pandemic kicked digital 
transformation into high gear. Many life 
sciences companies were learning about 
IaaS, PaaS, and SaaS on the fly, but are now 
settling into their new systems, workflows, 
and processes. 

Now that the urgency to onboard cloud 
systems for activities like e-Signature and 
content collaboration to enable remote 
working has calmed, it is time to look ahead 
and build a strategic, cloud-first, IT roadmap. 
Your cloud strategy must activate the full 
power of your organization and ecosystem to 
unlock operational eff iciencies, create new 
revenue streams, and achieve successful 
outcomes.

A November 2020 report from Accenture 
found that nearly two-thirds of the 
companies surveyed haven’t fully achieved 
their expected outcomes in terms of the 
business value of their cloud initiatives. 
However, 37% of the companies said they 
fully achieved their expected outcomes from 
the cloud, while 45% are very satisf ied with 
their cloud outcomes. Businesses reporting 
the greatest success tended to be high 
adopters.1 

What does it mean to be a high adopter? 
There are many factors and approaches, 
and one step in that direction is to evaluate 
your people, processes, and technology so 
that you can future-proof your company 
and execute quick wins for your continued 

success. An information system (IS) health 
check is one tool that gives you an overall 
analysis of your people, processes, and 
technology, as well as a high-level roadmap 
for achieving IS compliance maturity. 

Some early adopters may f ind they have 
redundant cloud capabilities or have 
overused microservices that are no longer 
f it for purpose. You need to know where 
you are before you can plan where you are 
going. With a thorough strategic IT roadmap, 
you can prioritize faster execution of quick 
wins and critical remediation to enable more 
innovative business objectives.

To dive deeper into the benefits of cloud 
computing is to integrate AI with cloud-
based resources to make your organization 
more eff icient, strategic, and insight-driven. 
You’ll have more power to manage your data, 
look for patterns in the information, and 
optimize your workflows. Even beyond 2021, 
AI will power cloud computing and cloud 
computing will be the engine that increases 
the scope and impact that AI can have in the 
market.

Cloud-First
and Digital
Transformation
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“Your success depends 
on how quickly and 
how well you harness 
technology to enable 
your workforce to 
work from anywhere, 
build platforms that 
differentiate your 
company, and innovate 
faster than ever 
before.”

David Blewitt
VP of Cloud Compliance

How USDM Can Help

At USDM, we work with cloud computing, 
Platform-as-a-Service (PaaS), purpose-built 
applications, mobile platform, and AI to drive 
high-impact business outcomes at a lower 
cost. Our Cloud AssuranceTM managed service 
delivers end-to-end GxP compliance from 
implementation and validation through 
ongoing validation maintenance of new 
releases. We can manage one cloud system or 
all your cloud systems.

We combine business strategy, domain 
expertise, and new technology to develop 
innovative strategies in products, services, 
markets, and business models. We then 
translate these strategies into specif ic 
initiatives and projects that allow your business 
to deploy data, applications, technology, and 
capabilities through value-driven roadmaps 
that result in successful execution.

USDM’s exclusive IS Health Check is an 
assessment designed to evaluate the state 
of information system compliance, cloud 
readiness, and process eff iciency for your life 
sciences organization. Our expert analysis will 
substantiate your strategy if you have one in 
place, or we can create a roadmap from scratch 
to prioritize and speed up your cloud initiatives. 
Our assessment can be performed for either a 
traditional Computer Systems Validation (CSV) 
methodology or a more modern Computer 
Software Assurance (CSA) methodology. 

Your success depends on how quickly and 
how well you harness technology to enable 
your workforce to work from anywhere, build 
platforms that differentiate your company, 
and innovate faster than ever before. While 
the strategy and execution may seem 
overwhelming, USDM has helped hundreds 
of companies—just like yours—move from 
archaic, on-premises systems to cloud-f irst, 
Food and Drug Administration (FDA) and 
European Medicines Agency (EMA) compliant 
enterprises.
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In December 2020, Amazon announced a 
program to train 29 million people in cloud 
computing by 2025.2 Indeed, the global 
cloud computing market size is expected 
to grow from $371.4B in 2020 to $832.1B by 
2025, at a compound annual growth rate 
(CAGR) of 17.5% during the forecast period.3 

The life sciences AI market is estimated to 
surpass $239.1 million by 2024, growing at an 
estimated rate of 14% into 2024. Increasing 
interest in AI is also set to propel market 
growth in the future.4 

Although AI has the potential to reshape 
the future of the life sciences industry, 
organizations must be ready with employees 
who understand it and have the know-how 
to put this technology to work. 

Alternatively, companies that are keen 
on future-proofing their businesses are 
wise to opt for outsourcing for an AI-
knowledgeable workforce. This “build-or-
buy” decision will become more and more 
critical as companies come under pressure 
to cut expenses and improve their return on 
assets. According to the Entrepreneur, most 
organizations reported failures among their 
AI projects, with a quarter of them reporting 
up to a 50% failure rate.5 

Building a data science and machine 
learning team in a company involves a lot 
of trial and error. It could become an HR 
nightmare and cost you a lot of money; but 

by outsourcing this aspect of your business, 
there is a f ixed cost that enables you to 
strategize and budget with f ixed numbers. 
Outsourcing also means that you don’t have 
to acquire the machinery and equipment 
that piles on more cost.

Outsourcing for
Specialized Talent 

“Outsourcing compliance 
maintenance means that 
you can focus on more 
strategic priorities.”

Vega Finucan
Head of People
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How USDM Can Help

There are four models 
that USDM deploys to 
support our customers. 
This graphic illustrates 
how your internal 
operations can reap 
greater benefits 
by amplifying your 
strategic partnerships, 
deploying the right 
talent engagement 
model for your 
organization’s maturity, 
and evolving from a 
labor arbitrage to a 
technology arbitrage.
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From project managers to developers to 
validation analysts and engineers, USDM’s 
staff augmentation model ensures that you 
get the best possible resources in the industry. 
We have the knowledge, candidate pool, and 
sourcing power to staff accordingly and work 
diligently to identify and retain the top 10% of 
talent in the industry.

Our managed staff ing model enables you to 
select your team or turn over management of 
an existing team and use your internal systems 
while USDM handles the overhead and 
supervision of the team. Your dedicated team 
lead will handle all team members’ needs, 
issues, and concerns, acting as an extension 
of your team so you don’t have to worry about 
day-to-day administrative tasks and can focus 
on more strategic priorities. 

Our consulting model is ideal for clearly 
defined projects with a scope, timeline, and 
budget. With this traditional consulting 
engagement and defined service level 
agreements (SLAs), you can rest assured that 
your project will be completed on time 

and on budget with mutually agreed-upon 
deliverables to support your objectives. 

Our managed service model is a strategic 
partnership that incorporates cost savings and 
risk reduction by managing your end-to-end 
compliance process to run the business so you 
can focus on other priorities. Designed for one 
IT system or many IT systems, we will take care 
of everything: hiring and managing the team, 
building the processes and procedures, and 
delivering results. 

As your organization matures and gains 
greater capacity by offloading Compliance-as-
a-Service to USDM, you maximize the return 
on your IT investments and turn compliance 
into an innovation hub, moving into the upper 
right quadrant of the graphic. Whether you 
“build” or “buy” your internal technology and 
compliance capabilities, USDM can support 
every stage of your maturity.
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Choosing the right vendor and technology to 
unleash productivity and innovation in your 
business is more important than ever. The 
global pandemic accelerated the need to 
become cloud-first and vendor selection is a 
critical aspect of your overall risk-reduction 
strategy. It is important to understand what 
aspects of security and risk are handled 
by your cloud vendor (i.e., Amazon Web 
Services, Microsoft Azure, or Google Cloud 
Platform). The right vendors will provide 
stable infrastructure, platforms, and 
applications, and evidence to demonstrate 
that stability. 

The FDA’s upcoming Computer Software 
Assurance (CSA) guidance encourages the 
use of vendor assets, testing, and tools to 
minimize your validation effort, and many life 
sciences companies are rapidly adopting this 
approach. At USDM, we employ automated 
testing capability for several of our partners 
and we are the go-to partner for many 
leading cloud vendors. 

Assets from vendors like Oracle, Microsoft, 
Google, and Amazon combined with an 
automated solution integrated with a cloud 
infrastructure monitoring product like 
Azure Monitor or Google Cloud Operations 
allow for continuous monitoring and 
collection of metrics and data. Automation 
is a critical aspect of this modern validation 
methodology and, once the data is gathered 
into a common platform, it is used for 
analysis and visualization, and can alert you 
of any changes that could cause your system 
to be non-compliant. 

CSA, automation, and continuous compliance 
will become table stakes for innovation in 
2021. The real value comes in what is made 
possible with continuously compliant cloud 
services and infrastructure. By having a 
trusted vendor that can manage every PaaS, 
IaaS, and SaaS application in your tech stack, 
you can begin realizing GxP uses that fuel 
innovation for DevOps, artif icial intelligence, 
machine learning, chatbots, and IoT edge 
services.

Vendor Selection,
Vendor Assets, and Automated Compliance 
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How USDM Can Help

Until now, there has not been an accessible, 
packaged solution for GxP workloads 
inclusive of infrastructure management and 
control, cloud services management, and 
business applications. With best-of-breed 
technology vendors, USDM has developed 
a suite of subscription products along with 
solutions that have quality, innovation, and 
continuous compliance built in. 

For example, our Unify Public CloudTM 
solution integrated with your tech stack’s 
monitoring and reporting provides a 
complete, continuously GxP compliant 
framework for regulated workloads in the 
public cloud. When you choose technology 
vendors that are part of USDM’s Cloud 
Assurance platform, you can be confident 
that your GxP applications, infrastructures, 
and platforms are continuously compliant.

8

“It is important to 
understand what 
aspects of security and 
risk are handled by your 
cloud vendor.”

Kim Hutchings
Head of Alliances
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Market research shows that AI presents 
one of the most promising and potentially 
transformative opportunities and will be a 
key investment target in the coming years. 
The number of applications is expected to 
continue to increase. 

Typically, AI systems demonstrate at least 
some of the following behaviors associated 
with human intelligence: planning, learning, 
reasoning, problem solving, knowledge 
representation, perception, motion, and 
manipulation.6 These AI behaviors can 
help healthcare facilities maximize the use 
of already existing resources to optimize 
service delivery, which will undoubtedly 
increase their general productivity. 

Machine learning, a subset of AI, means 
that a computer system can learn and adapt 
without following explicit instructions; 
instead, it uses algorithms and statistical 
models to analyze and draw inferences 
from patterns in data. In healthcare, these 
algorithms analyze large-scale data of 
electronic health records to learn how 
physicians treat patients in real-world 
settings. Pharma, healthcare, and digital 
are knit together, and care delivery will 
continue to improve with AI/ML, robotics, 
and automation.  

Without a doubt, AI is the future 
of healthcare. It will enable earlier 
identif ication of disease and tailored 
treatment plans to ensure optimal 
outcomes. Applications of machine learning 
in healthcare include smart records to 

improve the accuracy and flow of 
health information; medical imaging 
and diagnostics; drug discovery and 
development; medical data; and prediction 
and treatment of disease.7 

Clinical trials are being transformed by 
AI and ML. Given the large volumes of 
structured data available through clinical 
trials, AI can be used for target identif ication 
and drug repurposing. 

We can expect to see more innovations 
becoming mainstream as factors like 
advancements in technology and heightened 
competition will reduce entry barriers for 
new age technologies like virtual reality (VR) 
and immersive reality (IR). 

These technologies will increasingly play 
a larger role in executing key change 
management activities like training and 
enablement, and delivering a much more 
impactful change experience. For example, 
companies are already investing in VR 
driven training programs, and chatbots to 
support system queries are getting increased 
traction.

AI and
Machine Learning
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“USDM’s advanced 
analytics support for our 
customers addresses 
data quality, people, 
risk management, and 
processes.” 

John Petrakis
VP of Cloud Assurance

AI, ML, and the GxP Process

AI, ML, deep learning (DL), and natural 
language processing (NLP) are being used 
by pharmaceutical and medical device 
companies to improve the clinical data review 
and cleaning process. Machine learning 
models can understand clinical data, do an 
initial analysis of the data, and perform an 
initial cleaning of the data using statistical 
analysis. Based on the clean/dirty probability, 
humans (data reviewers) can prioritize their 
review activity. They can search data using 
NLP and obtain the status of their activities 
using a self-documenting platform that gives 
them a current summary of the clinical trial 
state. 

Analysis using ML models can provide more 
insight into clinical data and enable humans 
to determine the safety and eff icacy of 
the trial. With AI and ML becoming more 
commonplace in enterprise IT, it is critical to 
go one level deeper to ensure your advanced 
analytics capabilities are not merely on 
autopilot, but take into account the critical 
GxP functionality and workflows that enable 
compliant uses in life sciences. USDM 
understands these GxP nuances and can help 
enable your continuously compliant data 
science framework.

Education and Training in AI

To get the most from AI, companies must 
commit to further education and training 
for their employees and establish clear 
roles among their multidisciplinary teams. 
This approach eliminates redundant 
responsibilities and includes roles like chief 
of AI, analytics off icer, data modeler, machine 
learning engineer, and data quality specialist. 
Ownership and expectations are established 
from the start.

As AI and ML continually change the future of 
healthcare and life sciences, companies may 
struggle to address skills gaps. Even if they can 
pinpoint the skills they are lacking, it can be 

challenging to f ind and hire enough people 
with the required experience to f ill that gap at 
speed. One solution is to partner with a f irm 
with the right skill sets and teams that have 
proven, production-oriented methods.

How USDM Can Help

Life sciences companies have an appetite for 
AI empowerment and many cloud vendors 
are offering ways to consume cloud-based 
AI/ML resources. What they don’t offer is 
guidance on how to structure a well-developed 
software assurance approach to demonstrate 
that systems are compliant with regulatory 
requirements. The successful application of AI 
and ML for GxP requires an experienced team 
to implement the right validation framework 
that maintains continuous compliance of your 
systems and algorithms while supporting 
product quality and patient safety.

USDM’s Unify Public Cloud provides 
continuous compliance of regulated workloads 
on the public cloud that is accessible, scalable, 
and designed to address global infrastructure 
(IaaS), cloud service platforms (PaaS), and 
business application software (SaaS), all of 
which are required for the validation of AI/
ML applications and algorithms. And, when 
regulations demand it, USDM will help you 
demonstrate that your systems are compliant.

10
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Are your data scientists making the most of 
ML capabilities available through the cloud 
to support advanced analytics and deep 
learning? Are they able to access the high-
quality data from trusted sources that you 
need to guide your business processes and 
reach (or exceed) your business goals?

Realizing the value of your cloud-
computing power—and the data sets you 
accumulate—depends on where you are 
in this evolutionary process. The following 
progression of life sciences use cases 
describe how you can manage regulated 
workloads in the public cloud and unleash 
the value of your data.

GxP Data Migration

Early on in your cloud-computing journey, 
you may still rely on your on-premises IT for 
the backup, archiving, and retrieval of your 
data, but are in the process of moving your 
regulated data workload to the public cloud 
to take advantage of data integrity, security, 
monitoring, performance, and compliance. 
The reduced total cost of ownership (TCO) 
is alluring, plus you are preparing your 
company to use advanced analytics at scale 
to drive insights and decisions for future 
innovation. You are on your way to amassing 
historical data for identifying trends and 
overcoming challenges in the life sciences 
value chain.

Content Orchestrations

As you advance in your cloud-computing 
evolution, you will achieve the benefits 
of content orchestration. With regulated 
and non-regulated content consolidated 
onto one platform, you can optimize your 
workflows, improve your internal and 
external collaboration, and meet all of your 
global regulatory requirements. Modern 
public cloud infrastructure and platform 
services allow you to remove content silos 
created by individual applications and enable 
broader enterprise-wide content creation 
and distribution without sacrif icing security, 
governance, and compliance.    
 
Compliance Framework for DevOps

As your organization’s cloud-computing 
maturity evolves even further, you may be 
considering or developing a compliance 
framework for DevOps, which is becoming 
the primary vehicle for native cloud 
application development and deployment 
for all major public cloud providers. The 
traditional software development life cycle 
(SDLC) framework is not adequate to handle 

Unleashing the
Value of Your Data
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the dynamic nature of software innovation in 
public cloud. You need a robust continuous 
integration (CI)/continuous development 
(CD) pipeline with proper governance and 
workflows to support GxP use cases. 

USDM created a comprehensive compliance 
framework for DevOps for a Top 10 
pharmaceutical company. We developed 
NLP-based chatbots to support clinical trial 
participants with regulated data and content 
in real time. Using DevOps tools to meet GxP 
validation requirements gave the company a 
single, continuously compliant infrastructure 
to scale both GxP and non-GxP applications 
development for faster innovation.

Advanced Analytics (AI/ML/NLP)

Artif icial intelligence and machine 
learning are critical to ground-breaking 
experimentation and innovation in life 
sciences. Life sciences organizations have 
never had more opportunities to realize 
value from data, yet they are struggling to 
do so. Opportunities exists across precision 
medicine, real-world evidence (RWE), patient-
centered healthcare, genomics, digitized 
therapeutics, digitized and virtual clinical 
trials, and collaborative multi-stakeholder R&D. 

These opportunities require the ability to link, 
share, synthesize, and analyze data—from 
inside and outside the organization—in new 
ways. Cloud platforms create the infrastructure 
to free the siloed data, thus making it scalable, 
available, and accessible. Cloud also grants 
access to new tools and expertise in f ields 
outside of the core competencies of life 
sciences organizations (AI and ML).

A well-designed blueprint on governance and 
operation of GxP compliant cloud in Amazon 
Web Services, Microsoft Azure, and Google 
Cloud Platform (GCP) enable AI/ML use for 
companies that are:

• Seeking new data management solutions
• Designing faster R&D processes 

to accelerate drug discovery and 
development

• Improving the speed of clinical trials for 
novel treatments

• Innovating with personalized and digital 
medicines

• Gaining deeper insights into patient and 
customer needs

• Optimizing manufacturing processes
• Monitoring real-time feedback for product 

and patient safety through post market 
surveillance

12
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“Artif icial intelligence 
and machine 
learning are critical 
to ground-breaking 
experimentation and 
innovation in life 
sciences.”

Vishal Sharma
VP of Digital Trust and 
Transformation

Data Visualization Drives Adoption and 
Transformation

Wherever you are in your cloud-computing 
and AI journey, one of the most gratifying 
benefits of more advanced technology is the 
ability to discover insights in your data to 
make life-saving decisions. Data visualization 
enables more effective human interpretation 
and helps to create a data-driven culture. The 
ability to access accurate, complex information 
at-a-glance enables innovative product 
development and safe medicines. 

Most data visualization programs are cloud-
based and, if it’s all on the web, it provides 
easy access for all users in your organization. 
With key information all in one platform, you 
can draw information from various sources 
(like public and multiple in-house databases) 
into one system. Innovative data visualization 
solutions also give you the ability to interact 
with the data.

We understand that change is hard, but 
seeing is believing. Cloud computing, AI, 
and machine learning deliver the insights 
you need to drive transformation in your 
organization.

How USDM Can Help

USDM is able to fast-track your cloud adoption 
and help you achieve digital transformation 
for your people, processes, and technology. 
We have the right talent and technology to 
support your organization at its current level 
of cloud-computing maturity, then to apply 
adaptable delivery models so you can scale 
fast. In this time of ever-changing technology, 
partnering with USDM ensures that you have 
the talent and expertise you need to reach full 
maturity and to truly unleash the value of your 
data.
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In Conclusion
Diving deeper into the cloud and integrating 
AI/ML will enhance your success with cloud-
based technology and ultimately improve 
productivity, product quality, and patient 
safety. It will give you more power to manage 
your data and look for patterns that will unlock 
insights for innovation within your company. 
Wherever you are in your organization’s 
maturity, USDM has technology and 
compliance solutions that deliver results.

Taking advantage of a packaged solution 
like Unify Public Cloud for infrastructure 
management and control, cloud services 
management, and business applications, you 
will have confidence in the technology and 
teams that are keeping your GxP applications, 
infrastructures, and platforms continuously 
compliant.
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AI is the future of life sciences and healthcare. 
Putting your data into instant and relevant 
use will advance research and development, 
accelerate drug development, and optimize 
patient outcomes. USDM Life Sciences has 
the talent, knowledge, and ingenuity to 
help you make your cloud-based solutions 
the launchpad for your ground-breaking 
contributions.
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